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‘COBIT Performance Management (CPM) refers to how well the

o COBIT® 2019 Implementation Guide:

It includes concepts and methods such as Capability Levels and Maturity Levels \

COBIT for DevOps Aucit Program
1. Simple to understand and use

IT Control Objectives for Sarbanes-Oxley, #th Edition
2. Consistent with, and support the COBIT conceptual model

“The capabilty level is a measure for how well a process is implemented and performing

(COBIT Focus Area: DevOps Using COBIT 2019
© COBIT Focus Area: Information and Technology Risk

© COBIT Focus Area: Information Security

Implementing the NIST cybersecurty ramework using COBIT 2019
Each process activiy s associated with a capabty level
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Cybersecurity Framevork —
Using COBIT 2019 R

Define road map 3. Where do we want to be? e

Plan program 4. What needs to be done?
Execute plan 5. How do we get there?

EGIT - Enteise Govrnance o Informatin and Technology
Realize the benefits

Did we get there?

18T - Information and Technology
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Design Factor concept. new Design Guide.
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Enablers -> Components of a Governance System

“The community's ethics and culture

Governing laws, regulations and polcies

COBIT 5 (2012) -> COBIT 2019
What's new?

Interational standards

Industry practices

IT-reated goals -> Alignment goals
other
“The economic and competiive environment —
Technology advancements and evolution

“The threat landscape
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Reason for xistence, mission,vsion, gols and values

cosrr processes, organizational
struct s, and infrastructure

Governance polcies and pracces

A framevork for the governance and management of enterprise I&T
Cultre and managerment syl

cosr
Modes fo s and responsiites

(COBIT defines the design factorsthat should be considered
Busines lans and srtegc ntetios

by the enterprise o build a best fit governance system
Operatng model and el of matury

COBIT i flexible and allows guidance on new topics to be added

A fulldescrption of the whole IT environment of an enterprise
design of an enterprise’s govemance.

‘Design factors are factors that Influence the
system

A framework to organize business processes
1. Enterprise Strategy.
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What Is COBIT

® CoBIT s not

AN (IT) techmical ramework to manage al technology.
2. Enterprise Goals (13)

(COBIT does not make or prescribe any T-related deciions
3. Risk Profile (19)
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5. Threat Landscape:
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The COBIT framework makes a clear disinction between Governance and Management
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For technology to contribute
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COBIT Principles

process and a
series of reated components of other types to help achieve the objective

A governance objective relates to a governance process, while
2 management objective relates to a management process
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https://www.isaca.org/resources/cobit
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https://www.isaca.org/-/media/files/isacadp/project/isaca/resources/cobit-2019-toolkit.zip

